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Outline

• Whale Attack with MEV
• Per-Transaction Protection
• Decentralization & Security Assumptions
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Transaction Commitment
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Whale Attack* with MEV
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: Targeted block with transaction exploiting a big MEV value

* Liao, Kevin, and Jonathan Katz. "Incentivizing Blockchain Forks via Whale Transactions.” FC17



Flash Freezing Flash Boys(F3B)
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Flash Freezing Flash Boys(F3B)
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• Off-chain commit & reveal solution
• Per-transaction protection



Per-Transaction vs Per-Block
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Per-Transaction

• Per-Transaction protection is necessary
• Transaction can be revealed with block key 
• When it fails to be included in the specified block
• Congestion 
• DoS attacks 
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Decentralization & Security Assumptions
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• Assumptions:
1. Permissionless blockchain is more decentralized 

2. Permissionless blockchain is more secure

• But are those valid assumptions?

* Heimbach, Lioba, and Roger Wattenhofer. "SoK: Preventing Transaction Reordering Manipulations 
in Decentralized Finance." AFT22.



Decentralization & Security Assumptions

10
* Pool Distribution by BTC.com

• Permissionless blockchain with less decentralization & security



Decentralization & Security Assumptions
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• Ethereum is a moving baseline
• Changed to proof-of-stake
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Decentralization & Security Assumptions
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Conclusion

• Off-chain commit and reveal approach can achieve good performance 
in all measures except cost
• But we need to do it right
• Transaction Commitment
• Per-transaction Protection
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