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Open-bid Auction
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Open-bid Auction

Init Upon creating the auction smart contract:
‘ highest <— 0, winner <— &

Bid Upon receiving i’s bid b; in the bidding period:

if b; > highest then

Assert(¢ transfers b;)

Distribute highest to winner when winner # &;
highest < b;

winner < 1
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end
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Sealed-bid Auction
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Commit-and-Reveal
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Deposit
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Sealed-bid Auction

Init Upon creating the auction smart contract:
Set d as required deposit for the auction
highest <— 0, winner < &, hash < ||

1
2
3
4
5 Bid Upon receiving i’s commitment c; first time in bidding period:
6 Assert(¢ transfers d)
7 ‘ hash[i] + ¢;

8

9

Reveal Upon receiving i’s bid b; and salt r; first time in revealing period:
10 Assert(Hash(b;, ;) = hashli])
11 Assert(b; < d)
12 if b; > highest then

13 Distribute highest to winner when winner # &;
14 Distribute d — b; to 1

15 highest < b;

16 winner <— 1

17 else

18 ‘ Distribute d to 7;

19 end




Impossibility 1: One Round Communication
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Impossibility 2: Eliminating Deposit
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Impossibility 3: Multiple Auctions

Balance | Auction

Alice 10 10 10

Bob 20 20
Alice Bob Alice Winner: Winner:
Bid: 10 | | Bid: 20 Bid: 10 Bob Alice
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Impossibility 3: Multiple Auctions

Balance | Auction

\

/

Alice 10 10 10

Bob 20 20
Alice Bob Alice Winner: Winner:
Bid: [} | Bid: | Bid: |l ?2?7? ?2?7?

I ——————————————

Bidding




Delayed Execution™
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*Zhang, Haoqian, et al. "F3B: A low-overhead blockchain architecture with per-transaction front-running protection." 5th Conference on
Advances in Financial Technologies (AFT 2023)



Delayed Execution without Latency Overhead

Tx@® : Without Delayed Execution : Waiting
Tx@ : With Delayed Execution : Executing
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/eroAuction
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Open-bid Auction

Init Upon creating the auction smart contract:
‘ highest <— 0, winner <— &

Bid Upon receiving i’s bid b; in the bidding period:

if b; > highest then

Assert(¢ transfers b;)

Distribute highest to winner when winner # &;
highest < b;

winner < 1
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end

()
Qo



/eroAuction

Init Upon creating the auction smart contract:
‘ highest <— 0, winner <— &

Bid Upon receiving i’s bid b; in the bidding period:

if b; > highest then

Assert(¢ transfers b;)

Distribute highest to winner when winner # &;
highest < b;

winner < 1
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end

()
Qo



tmpossioHity—3: One Round Communication
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lmpoessibHity2: Eliminating Deposit

- ---* Global Delay Time

Balance | Auction
Alice 10 10
Bob 20 20
Q Alice Bob Winner:
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|
Bidding Revealing
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lmpoessibHity2: Eliminating Deposit

Balance | Auction

Alice 10 10
Bob 0 20
Not Valid
Q Winner:
\: Alice
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Impossioiity3: Multiple Auctions

- ---* Global Delay Time

Balance | Auction
Alice |10 10 10
Bob 20 20
=N Alice Alice || Bob Alice Winner:
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Experimental Results

Under Delayed Execution
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Conclusion

e ZeroAuction achieves
* One round of communication
e Zero deposit requirement
e Same fund for multiple auctions

* ZeroAuction requires
* Delayed execution for all transactions
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Protocol
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